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Compromise Is Not an Option:

Beat Criminals at Their Own Game Through
People, Process, and Technology!
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Disclaimer

The information herein has been provided by
CliftonLarsonAllen LLP for general information
purposes only. The presentation and related materials,
if any, do not implicate any client, advisory, fiduciary,
or professional relationship between you and
CliftonLarsonAllen LLP and neither CliftonLarsonAllen
LLP nor any other person or entity is, in connection
with the presentation and/or materials, engaged in
rendering auditing, accounting, tax, legal, medical,
investment, advisory, consulting, or any other
professional service or advice. Neither the presentation
nor the materials, if any, should be considered a
substitute for your independent investigation and your
sound technical business judgment. You or your entity,
if applicable, should consult with a professional advisor
familiar with your particular factual situation for advice
or service concerning any specific matters.

CliftonLarsonAllen LLP is not licensed to practice law,
nor does it practice law. The presentation and
materials, if any, are for general guidance purposes and
not a substitute for compliance obligations. The
presentation and/or materials may not be applicable
to, or suitable for, your specific circumstances or needs,
and may require consultation with counsel,
consultants, or advisors if any action is to be
contemplated. You should contact your
CliftonLarsonAllen LLP or other professional prior to
taking any action based upon the information in the
presentation or materials provided. CliftonLarsonAllen
LLP assumes no obligation to inform you of any changes
in laws or other factors that could affect the
information contained herein.
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Learning Objectives

e Recognize the top threats and risks with
respect to cybersecurity

Recognize

e |dentify the current state of cybersecurity
maturity at your organization

ldentify

e Understand the importance of proactive
Understand cybersecurity endeavors
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Data Breaches and Cybercrime

We'll get you there.
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Cybercrime and Black-Market Economies

Black market economy to support cyber fraud

Business models and specialization
Underground Marketplace (The Dark Web)

Most common cyber fraud scenarios we see
affecting our clients

Theft of information
Log-in Credentials
ePHlI, PII, PFl, account profiles, etc.
Credit card information

Ransomware and interference w/ operations

To the Hackers, we all look the same...

@

| 4

They will hit you with any or
all of the following:

Email Spear Phishing
Attacks

Password Guessing and
Business Email Account
Takeovers

Payment and Funds
Disbursement Transfer
Fraud

Ransomware

Extortion to avoid breach
disclosure
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Average Days to Identify and Contain a Data Breach

Time to identify and contain the breach

2023 204 IR R Average is 277 days

-y T 204 days to identify a breach
B o 73 days to contain the attack
2018 197 | e 266

0 50 100 150 200 250 300

W MTTI [l MTTC

Source: IBM Security Cost of a Data Breach Report 2023
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Average Cost of a Data Breach

Cost of a data breach by industry
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Cost by Factor

Cost of a data breach divided into four cost segments

$0.21 $0.24

50.14

50.00

2018 2019 2020

B Lost business cost B Detection and escalation

Bl Post-breach response

$0.31 £0.37

$0.27

2021 2022 2023

Motification

Source: IBM Security Cost of a Data Breach Report 2023
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Cost by Factor

Cost of a data breach by head count
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Cost by Attack Vector

Cost and frequency of a data breach by initial attack vector
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Email Phishing &
Business Email Compromise

We'll get you there.
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Email Compromise Timeline

Account compromised Fraud phase ‘

‘B _ = £

G MR
Target receives Malicious link ) Credentials Account email ) Establish ) Imposter email
phishing email to imposter _ harvested monitored ; malicious ; and wire fraud

Office 365 infrastructure

e Credentials = Access
* Gathering user credentials is generally the goal
e The credentials are then sold or traded on the dark web
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Emotional Response Required!

Your Bill s Now Available = Meszage (HTML)

—
Reply

Ce
Subject:

Message Deveioper Adobe PDF

_,& 3 Pm- x -__1 / _I'] % & safe Usts - aa Y 3‘, 2::‘:

Reply Forward @ can ~  Delete Moveto C'ute Other Block (.ﬂegon'e Follow Mark as

to All Folder~ Rule Actions~  Sender Up~ Unread ¢ Select~
Respond Actions Junk E-mad g Options 5 Find
Accountilobfy Bverzonwineless.com Sent: Wed 8/14/2013 10:29 AM

Rogers, Ted; @ Romes, Randal J.; # Ruivo, Roy; ' Olsen, Craig W.; # Olson, CathyL.;  Boston C 1s; - Orlando Confin S5

ed -

o Sicha, Teresa

Your Bill Is Now Available

IMPORTANT ACCOUNT INFORMATION FROM V*7,;ZON WIRELESS.

Your current blll for your account isg

L R

otia aymems anwm adjustments made to your
account aﬂer ourh gl not be reflected in the

My Verizon is also available 24/7,
to assist you with:

> View and Pay Y0t
| http://dancingdivaswear.com/robyn/

Wantto simpify g ndexhtml
- oRly r'cs(u to follow link

Verizon. America’s Largest 4G LTE Network

Your current bill for your account is now
available online in My Verizon

Total Balance Due; $2335.58

Keep in mind that payments and/or adjustments made to your
account after your bill was generated will not be reflected in the
amount shown above.

> View and Pay Y@=t

http://dancingdivaswear.com/robyn/

Want to simplify g 'ndexhtml
Click to follow link

> Enroll in Auto Pay
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"Accidental” Email Example

= Employee Compensation Adjustment List 1 message
ES From: (i m November 5, 2020*3:53 AM
@ To: | '.
e Sentto EVERYONE in the
BJ, company

Below is the modified list of employees scheduled to receive out-of-cycle
compensation adjustments as we previously discussed. Royce and | discussed
and made a few updates.

Employee-Comp-Adjustments-2020-11-05.docx

Please let me know if you have any questions or want to discuss further. These
adjustmentslwill start on November 9"

Regards,

Dawn
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Business Email Compromise

Fraudsters impersonate employees, service providers, or vendors
via email in an attempt to...

Fwd: Payment

Dwayne Pearse <dwayne@vendor.com> Today at 12:45 PM
EXAM P LES DP To: David Anderson
Vendor payments B o

Direct deposit changes

Login to cloud application
Etc.

*EXTERNAL*

We have an update in receiving payments, via ACH. Kindly advise how we change this immediately.

Dwayne Pearse
dwayne @vendor.com
549-555-2232 L3
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SMS Phishing

If it looks/feels suspicious...

12:44 o

+63 947 190 0793

iMessage
Today 12:31PM

Schwab: ACH debited for the amount of
$3,892.15 USD. If you did not request
this ACH, For your account security,

please cancel the request by accessing.

https://schwdbn.com

(Please reply with a \"Y,\" then exit the
text message and open it again to
activate the link, or copy the link into
your browser to open it.)

The sender is not in your contact list.

Report Junk

5G (@)
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QR Phishing

Emails contain a PDF or
image of a QR code

QR emails are much harder
to detect and block

B™ Microsoft

Security Authentication | Scan

S s——, you are being held responsible to review security
update and requirement as of 20/06/2023. Quickly scan above QR

Code with your smartphone camera.

Review security requirements within 2 days of the received date by

going to Account manager in the Security Center.

2023 Microsoft Corporation. All rights reserved
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Identify Suspicious Emails

Generic greetings

Spelling or grammatical errors

Suspicious email addresses or domains
Requests for personal information

Be cautious of email attachments and links
Avoid clicking links or downloading files!

©2022 CliftonLarsonAllen LLP 18



Avoiding Social Engineering

Be skeptical and question requests

Independently verify the legitimacy of any requests
Be wary of urgency and high-pressure tactics

Be cautious about sharing sensitive information

Hover over links (without clicking) to inspect the actual
destination address

©2022 CliftonLarsonAllen LLP 19




Credential Compromise

We'll get you there.
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“Keys to the kingdom”

Microsoft 365 credentials
remain one of the most
highly sought after account
types for attackers

Once compromised attackers
can log in to corporate-tied
computer systems

lhr 12 m

The median time is takes for an attacker to
access your private data if you fall victim to a
phishing email

lhr42 m

The median time for an attacker to begin
moving laterally within your corporate
network once a device is compromised
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Passwords

Time to identify and contain a data breach by initial attack vector

Stolen or compromised credentials |IEEEY T I BEER :2:
Malicious insider | FTI BET :oz
social engineering | NEENNNNFTCNN T =~ =

prsnne I T 25
Accidental data loss orlost o stolen device NS R NN 283

Unknawn (2aro-day) vulnerabibity — 272
physical security compromice ||| TG 267
Buziness email compromise [ NNEGEGEEIEEEEEEEEE 266
cloud misconfiguration || ENGEEEEEEEE 258
Enawn unpatched vulnerabality “ 253
Systernerror I W -

a 50 100 150 200 250 300 350

H MTTI H MTTC

Source: IBM Security Cost of a Data Breach Report 2023

Attackers use
tools to steal
and guess
credentials
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Password Strategies:

Pass Phrases — Loooooong natural language

Password?23 G Unforgiveable!
Summer23 <-mmmmmmm oo Terrible
N*78fm/12f  <----------—-- Painful

Wallet Painting lamp <-- Good
| bought the Chevy in 1992 from Jack Smith! <-- Best

Password tools: Password Managers are needed

23



Multi-Factor Authentication (MFA)

Passwords

All remote systems/applications
should require MFA

Email, VPN, Remote Desktop,
Banking, etc.

Not all MFA is created equal

Number matching, push notifications,
phone calls, SMS text, soft token (6
digit code), etc.
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Protect your credentials!

Use looong passwords/passphrases

Do not reuse passwords

Use multi factor authentication and password managers
Geo-Restrict and System-restrict access to email if possible

Most importantly: Don’t use obvious passwords!!!
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Are You Ready For
The Upcoming Cyberattack?

We'll get you there.
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Are We Ready?

What are we doing to prevent cyber attacks?

What will we do if we are attacked?

Have we been
attacked/compromised in recent Did this result in data loss?
history?

©2022 CliftonLarsonAllen LLP 27



10 Questions You Need To Answer

Do we have a Formal Information Security Program in Place?

What Data is Important to our Organization?

How are Vulnerabilities Managed at the Organization?

When was our Risk Assessment or Security Audit performed?

Are Employees Receiving Security Awareness Training?

Are we Ready for a Cyber Attack?

What Could an Attacker do in our Environment?

Do we have an Incident Response Plan in Place?

How do we Assess Third-Party Risks?

Do we have a Business Continuity and Disaster Recover Plan in Place?

©2022 CliftonLarsonAllen LLP 28




Develop Policies, Standards, and Procedures

Logging and monitoring of security events
Remote access

Wireless networking

Patch management

Firewall management

Antivirus management

Intrusion Detection/Prevention

Information Security Program and Status

IT and Information Security Policies

Security Breaches or Attempted Breaches

IT Strategic Plan

Information Security Risk Assessment
Business Continuity Plan and Testing Results
Incident Response Plan

Results from Vendor Management Reviews
Insurance Coverage for Cybersecurity

©2022 CliftonLarsonAllen LLP
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Proactively Manage and Test Vulnerabilities

Do you have an inventory of assets and vulnerabilities?

Within how many days are critical and high Operating Systems?

vulnerabilities addressed for:

Network Devices?

Applications?

Are there any end-of-life systems in the

. t? What is the goal with these systems?
environments

Is Penetration Testing performed? Done at least annually?

Test People, Processes, and Technology!

©2022 CliftonLarsonAllen LLP
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Prepare For An Incident

Develop a “Business Continuity — Disaster Recovery” plan

Create incident response policies
Develop roles and responsibilities

Establish communication procedures

Ensure we have the correct people, process, and tools/technologies in place

©2022 CliftonLarsonAllen LLP 31
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Practice

Like all emergency procedures,
they need to be practiced

Penetration testing
validates/exploits vulnerabilities
as an attacker would

Table-top exercises help
participants walk through the
incident and response procedures

Both should be conducted
annually

Video by The Crescent-News - Defiance, Ohio - crescent-news.com
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Incident Response Preparedness- Cost Savings

I Employee training

IR plan and testing

Al, machine learning—driven insights

IR team

Encryption

Security information and event management (SIEM)

SOAR tools

Proactive threat hunting

1 I
dosuranceprofeciion,

Offensive security testing

Identity and access management (IAM)
EDR tools

Data security and protection software

Board-level oversight

ASM tools
CISO appointed
MSSP

| Remote workforce

IoT or OT environment impacted
Third-party involvement

Migration to the cloud

Noncompliance with regulations

Security skills shortage

-$249,278

-$232,867
-$232,008
-$225,627 I
-$221,794 I
-$221,593 I
-$202,347 I
-$202,232 I
-$201,111 I
-$196,936 I
-$196,452 I
-$187,703 IS
-$180,358 I
-$174,267 I
-$170,412 I
-$167,818 I
-$162,278 I
-$130,086

-$73,082 NN

< P

< >
< >

$173,074
$192,485
$195,428
$216,441
$218,362
$218,915
$238,637
$240,889

-$300,000 -$200,000 -$100,000 Avg.cost $100,000 $200,000 $300,000

Source: IBM Security Cost of a Data Breach Report 2023
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Thank Youl!

Zoran Jovic

Manager, Cybersecurity
813-947-9656
Zoran.Jovic@CLAconnect.com

We'll get you there.
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