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What you’ll learn today

e What is Identity Theft
¢ Common Attacks

¢ Defense
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What is Identity Theft?

login Fraud

password
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Did you know?

» ldentity theft is a top concern for

consumers and business leaders

it Accounting & Controllrship, R Solutions, Technology
Corporate

com | info@imeo.com
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Did you know?
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Did you know?

'8 Controllrship, R Solutions,Technology
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Types of Fraud

 Finahcial fraud

——
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Andrea Harris-Frazier

* Margot Somerville lost her wallet an a trolley.

e Two years later she was arrested.

* Andrea Harris-Frazier had defraung‘j‘g‘d‘ §evera|
banks—using Somerville's \identit‘VWWW;gm

tens of thousands of dollars,




Abraham Abdallah

e Busboy in'New York City
» “Forbes 400”

Steven Spielberg, George Lucas and others

P ———
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Types of Fraud

N
* Medical fraud

P ——

i jmco.com | info@jmeo.com

Dr. Gerald Barnes

s Gerald Barnbaum lost his pharmacist license
after committing Medicaid fraud.

¢ He stole the identity of Dr. Gerald Barnes and
practiced medicine under his name.

s “Dr. Barnes” even worked as a staff physician
for a center that gave exams to FBl agents

Al James Moore




10/13/2017

. Crlmlnal fra
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¢ Brittany Ossenfort got a new roommate.
Michelle

» Ossenfort asked by police to bail herself
out of jail.

» “Michelle” posing ‘"“ﬁ“m\*ﬁ\@mm‘1%1wm"WHﬂﬁ1‘\\1\\HHHHWHW””‘”‘

caught soliciting prostitutio

Types of Fraud™® %
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Property Scheme

e L egitimate real estate ad is copied and
posted to classifieds ‘

* Fake ad uses legitimate names, but false
email address and contact information

e The thief claims to be renting the
property and asks for payment

Al James Moore s

Overall Statistics

Overall Statistics
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Overall Statistics

Overall Statistics
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Who would do such a thing?
Personal Identity Theft

e Petty criminals

e Organized crime

e Opportunistic criminals

 Friends/family

Al James Moore s
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Corporate Identi
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* Dumpster Diving
e Pretexting (existing em Iq:y:e_gs)_g
Hacking / Malware D

P
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Reducing

Proviing T Au, Acuning & Cotcolrsi, i outions, Techolony
Al James Moore s, . Carparae
Loiahdt s i st

Proking o A, Acig . Corlsi, Sl Ty
Al James Moore & e
NES IVIOOIE S e

Phishing

e Spam or pop-up messages

o Legitimate looking email from your
bank, credit card company or other
financial institution.

o Website link where it asks you to
update your contact information.

Al James Moore st veins
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Phishing Example

regular account information ver1F1catlon processes. During the most
recent process, we found that we could not verify your information.

In order to ensure your account information is not made wulnerable,
please visit http://www.firstgenericbank. com.account-updateinfo. com.

Please click on the above link to our Web site and confirm or update
your account information. If you do not do this within 48 hours of

10/13/2017

Spear Phishing

* Researched
e Targeted

— Individual or Group
¢ Extension to Phishing

Proking o A, Acig . Corlsi, Sl Ty
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Spear Phishing Example

ef: First Genenc Bank <3 --m
{bject: Please update your account
Date: Sep 12, 2005 3:23 PM PST

Dear Curtis McCallister

As o courtesy to our vgkded customers, First Generic Bank conducts

In order to ensure your occount information is not made wulnerable,
please visit http://wm.firstgenericbank. com,occount-updoteinfo.com,

Please click on the above link to our Web site and confirm or update
your account information. If you do not do this within 48 hours of
receipt of this e-mail, you mll not be able to use your Flrst Generic

Rosk fos 20 4
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Email Scams

* Unsolicited ;@u%

* Promises
e Compensation

£\
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Types of Email Scams

m * Nigerian E-Mail scam
’ < » Government official

N

* Business man

e Surviving spouse
* Percentage of the money

Al James Moore e i

Nigerian Scam

e Overseas

* Need help getting owed
money

* Small transaction fee

/Al James Moore
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Nigerian Scam

[SPAMIATM bnternations] Cosdit Satthamant,

AL 40
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Government Email Scams

Tax Retun - aE
WS+ b 1025 A8 8 s wge) .- -
Tox Taxgaie

C

aim Your Tax Refund Online

W iantiSed an arree i the aeulation of §
9.9

b your specied hank account

Pnate

o tpiew 13 Elbm ying refung

o T e stk g s ol Sl Ttraoy
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Survey Scam

re Providing Tax, Audit, Accounting & Controllrship, R Solutions,Technology
Jd iarr:s Moore <o,

S TS ELE dwimeo.com | info@jmeo.com
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Survey Scam

T
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Survey Scam Example

WiFestpac

Westpac Bank will add $15.00 AUD credit o your account just for taking
ot in our quick 5 question survey, 1t s fast and easyl

Choat cox v o each B ke
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Spyware

e Monitor or control your computer

o Installed with permission,

unwittingly *
Barrage of pop-ups '
o Takes you to sites you don’t want

wl

o Random error messages and *
sluggish performance

o There may be no symptoms at all

Al James Moore

dit, Accounting & Contrallership, HR Solutions, Technology

| info@imco.com
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Identifying threats

1. Legitimate
businesses do not ask
" for personal
information in an
email, your bank or a
job offer, it doesn’t
happen

.............................................................
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Identifying threats
< s Y[_[;}\TF:DJU\ 2. Emails have poor
L HEBU SR English, spelling and

C\PKDE X
Wis7 Y2k grammatical errors
>*  Vsxq'p
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Identifying threats

3. The email address
doesn’t appear to
match the company
name

Proing e A, Acing . Conrlrsi, i Slions Ty
Al James Moore st i P
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Example of False Email

Curtis McCallister [mailto:Curtis.McCallister@jmcoit.com]

notification@google.co.uk <kwlee@thgroup.com.my>

Proking o A, Acig . Corlsi, Sl Ty
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' jldeﬁii_fying threats

4 Miéiabeled Links
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al Revenue Service

Attention,

[Our account surveillance have detected some suspicions activities over vour account and to maintain the

recurity we have temporarily disabled some finctions on vour account.

Possible Reasons

+  Someone was trying bo access your account llegitimately

« Using different source 1o access

To enable all functions on your acoount, vou required 1o verily vour identity with IRS e-Services by

[Clicking: hitpssflawwwiingovyPORTAL-FRODYCEM/Signon.himl

Note: You must provide and answer security questions vou have provided us when v

for us to verify vour identity, after which normal e-Services activities will continue.

Identifying threats

https://la.www4.irs.gov/PORTAL-PROD/CRM/signon.html

http://tIcbeitshoshanim.com/images/e-services/logon.htm

Al James OO Tsire et cmng ottt ol Ttraos
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Wi jmco.com | info@jmeo.com

Other Examples

Prayral

We Noticed Unusual Activity

Al JdlﬂtS MO0 Toisne e ccamings ool soltors Ty

v jmco.com | info@imo.com
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Cell phone text message phishing

BOA ALERT: Account

3862952335 locked.
Please reactivate your

card now at : http://
3862952335.mobile3-
bankofamerica.com

1 min

= Send message o
Al James Moore S,
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cker only has three attempts before
he is “locked out”

R
&) P

Reality:

* Lockout is not mandatory
= Brute force or dictionary attacks

me Unlimited Attempts

Al James Moore
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”$;' 1g" Passwords:

";ur'

0101011001

Al James Moore

Reality: The key is to balance length and
complexity

» All or nothing

* 12 is good 20 is better
* Symbols and phrases
* Inside joke

Al James Moore =i
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» SSN

e Date of Bi

10/13/2017
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Social Media

e Privacy settings

others not to share / disclose

T

Social Media and the Business

makes the attack easier

Al James Moore
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Off Topic — General personal security

¢ Do you post selfies in front of your new

90” 4K TV?
* Do you share your vacation and trip

schedule on social media?

— Date or-movie night

— Trip to the mountains

Just Shout “I have nice stuff and will not

be home!”
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“Keep your =
devices updated - ) A
\_ k- "

_ * Updates add features and
" close security holes,
reducing vulnerabilities

* Desktop

+ Laptop

* Tablet

* Mobile phone

Provi

® Al James Moore

Virus protection

* Ensure those same
devices have anti-virus
software installed and
keep it up to date.

“An ounce of prevention
is worth a pound of

kcure"
n
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Other Safety:Measures ]j: iE. ':)
i ® \

Don't just click or accept

Don't trust public WiFi

“Hey, | found a USB key”

Public Cell phone charging stations

Al Jarmes Moore S iiiaemnte

Firewall & Advanced
Threat Management

Anti-virus

Intrusion Prevention
Category based web filtering
Deep Packet Inspection

Al James Moore

Provi

Summary

* |dentity Theft & Cybercrime
* Flevated Awareness

s Personal Information

¢ Deliberate message

Al James Moore et
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Questions

Contact 2
b r v

¢ g &
Curtis McCallister
Manager of Technology Solutions
James Moore & Co.

352.378.1331

www.jmco.com
Curtis.McCallister@jmcoit.com
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