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Agenda 

– Importance of the IT risk assessment process and control
– Identify the types of attacks and threats 
– Types of IT environments
– Types of IT controls 
– IT controls best practices 
– Cloud implementation considerations
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Internal Control Objectives

Statements of desired states or outcomes from business operations
• Protection of IT assets
• Accuracy of transactions
• Availability of IT systems
• Controlled changes to IT systems
• Compliance with corporate policies 



What are IT controls?

Policies, procedures, mechanisms, systems, and other 
measures designed to reduce risk.



Risk 

• Business view of risk is defined as the product of the 
likelihood of occurrence and the impact it could have 
– Can be positive or negative

• IT view of risk 
– generally  treats risk as a negative impact
– defined as the product of the asset value, the system's vulnerability 

to that risk and the threat it poses to the organization



Risk Factors 



IT Security Risk Assessment Steps

• Identification of IT assets 
• Assign to assets an impact value 
• Perform a threat analysis 
• Vulnerability identification
• Probability of exploitation
• Identify and assess current controls in place 
• Determine residual risk  (risk – current control measures)  
• Determine risk treatment 

– Acceptance
– Transfer  
– Remediation



Cyber Security Insurance

• The cyber-insurance market is maturing, and insurers are 
finding ways to assess the potential of their clients' risk.

• Insurers are more and more rejecting potential clients until 
improvements are made to the client’s cyber security posture.

• Insurance will not reduce the risk from loss of confidence or 
reputation.



Threats 
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Threat Categories 

• Cyber-attacks or attacks initiated through the Internet
• Social Engineering 
• Environmental  or Natural 
• Regulatory
• Internal 

– Fraud 
– Accidental  



Common Types of Cyber Attacks 

• System Intrusion 
• E-Mail phishing (Spear Phishing) 
• Malware 
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System Intrusion ( Security Hacking) 
Security hacker is someone who seeks to breach defenses 
and exploit weaknesses in a computer system or network.  
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E-Mail Phishing

Phishing Attack - where the attacker is attempting to trick 
victims into giving up their logon credentials or accessing a 
malicious web site. 
Spear phishing is a form of phishing targeted to a specific 
group of users, such as employees within a specific 
organization. It may appear to originate from a colleague or 
co-worker within the organization or from an external source. 
Spear phishing can be very costly to an organization since it 
is often designed to fool a recipient into providing valuable 
information or initiating a false transaction. 
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Spear Phishing Attacks (Infosec.com)

• 42% of IT Security professionals consider Spear Phishing to 
be amongst one of the top 3 Cyber‐attack concerns.

• At least 30% of the Spear Phishing campaigns are deemed to 
be successful.

• Compared to a general Phishing campaign, Spear Phishing 
campaigns cost 20 X per victim, and the return is 40X greater.



Malware 

Malware does the damage after it is implanted or introduced 
in some way into a target’s computer and can take the form 
of executable code, scripts, active content, and other 
software. 
The code is described as computer viruses, worms, Trojan 
horses, ransomware, spyware, adware, and scareware, 
among other terms.
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Ransomware 

• Malware that restricts access to the infected computer system  
(usually through encryption) and demands that the user pay a 
ransom to the malware operators to remove the restriction. 

• Is carried out via a malicious computer program.  Must be 
installed by persuading a person to install it.  Typically, by an 
email or website link.   



Ransomware Threat
• The consequences of ransomware can be devastating –

– Availability of systems can be severely hampered 
– Can be expensive to recover from
– Inability to recover is a real risk

• Attacks spiked in 2019, with more than 70 state and local governments hit with ransomware, according to IT 
security company Barracuda Networks. The malware has also hit hospitals, businesses and universities, but 
governments have become a prime target. Barracuda Networks found that two-thirds of all known 2019 
ransomware attacks in the US targeted governments. 

• Updated report stated In 2019 there were a reported 948 Ransomware attacks. 
– 103 – Government Entities 
– 759  - Healthcare 
– 86  - Education   



City of Atlanta 

• On March of 2018  the City of Atlanta was hit with the SAM SAM 
Ransomware attack. 

• To decrypt the city's data, the attackers demanded a payment of 6 
Bitcoin. At the current rate at the time, that was around $51,000.

• Ultimately spent $2.6 million to recover. 
• Attackers had taken the payment portal offline before city officials 

could pay. 



Social Engineering 

• Social engineering is a means by which an unknown, 
untrusted, or at least unauthorized person gains the 
trust of someone inside the organization.

• Some of the methods can include 
– Impersonation (example a computer vendor)
– Scouring social media and deployment of the 

familiarity exploit – birthdates, family and friends 
– Tailgating – following someone through a secure 

entrance
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Environmental Threats

• Storms (wind or water)
• Power Failures 
• Fire 



Regulatory Considerations

• Payment Card Industry (PCI) 
• Health Insurance Portability and Accountability ACT (HIPAA)
• Family Educational Rights and Privacy Act (FERPA)
• Children’s Online Privacy Protection Act  (COPPA) 
• American with Disabilities Act (ADA)
• Florida Information Protection Act (FIPA) 
• Florida’s Government-in-the Sunshine law 



Internal Threat from Fraud 

• Poorly configured IT Controls can 
increase the risk of opportunity 
for fraud 

• Examples –
– Poorly configured firewalls 
– Security access groups  
– Weak password requirements



System Threats Due to Accident

• Mistakes Happen:
– Misconfigured systems 
– Input of bad or corrupt data
– Installation of malware
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Florida Cybersecurity Facts 
(FICPA CPA TODAY)

• Florida ranks No. 3 in the nation for cybercrime incidents
• Florida ranked as No. 1 in the U.S. for average yearly growth in 

reported cyber crimes
• Most of the state’s 2016 data breaches were due to human error
• Florida is an especially attractive target for cybercrime
• Florida companies are behind in cybersecurity preparedness



IT CONTROL CLASSIFICATIONS



Types of IT Environments (HPE.COM)

• On-Premise Environment
– On-premise or “On-Prem” refers to private data centers that 

companies house in their own facilities and maintain themselves. 
• Cloud Environment

– When people speak of cloud computing, they’re most often referring 
to "traditional" or "public" cloud, a model in which a third-party 
service provider makes computing resources available for 
consumption on an as-needed basis. Public cloud is a multi-tenant 
environment, meaning that these computing resources are shared 
by multiple individuals or companies.



Types of IT Environments (Continued)

• HYBRID - Combination of  On-Premise and Cloud  
– Organization maintains servers in on premise data center but may 

choose to deploy a cloud solution for certain applications. 
– CO-LOCATION Model – Storage of the organizations servers with a 

third party data center. 
• ERP versus disparate applications 

– Loosely coupled versus tightly coupled data connections
– Multiple users and setups versus one user view
– Single sign-on (SOS)  versus multiple logons



IT Environment Considerations

Risk and controls for all three environment are for the most 
part similar, what will differ is the implementation and 
responsibilities for execution.



Control Classifications  



Types of controls 

• Physical - exist in the tangible, physical world (example 
physical access controls – locks, fob access cards)

• Technical (Logical) - implemented in the form of 
information systems and are usually Intangible

• Administrative - the policies and procedures that require 
or forbid certain activities 



Categories of Controls 

• Automatic - performs its function with little or no human  
judgement or decision making (example program  
input controls)

• Manual – requires human operation or intervention 
• Hybrid – Control may be partially automatic but at some 

point require human intervention 



Classes of Controls 

• Preventive – prevents the occurrence of an negative event
• Detective   - review of event logs for anomalies
• Deterrent  - Warn not to perform some unwanted event 
• Corrective - occurs after an event to correct a process
• Compensating – enacted when some other control is deficient  

or cannot be used
• Recovery   - restoration the state of the system or asset to 

pre-incident state



Layered Approach - Defense-In-Depth



Information Security Governance

• A set if activities that are established so that management has a 
clear understanding of the state of the organization’s security 
program, its current risks and its direct activities. 

• The Goal is to protect the information systems  that support the 
operations of the business. 



Information Security Policies and Procedures 

• Information security policies 
• IT asset classification
• Disaster recovery plan (annual testing) 
• Incident management policies and procedures 

(prevents an incident from becoming a disaster)
• Change Management  (ensures that system changes 

are authorized and tested )



System Change Management

• Change management policies should be in place that 
require the following:
– Change documentation 
– Business owner authorization 
– Testing 
– Authorization for deployment 



Security Awareness Training 

• Effectiveness: 
– On-boarding process 
– Annual training
– User testing 
– Should be Monitored 

• Phishing campaigns
• Social engineering  testing



Security Awareness Training 

• Training should include: 
– Built-in acknowledgment of organization security policy 
– Topic examples: 

• Ensuring users understand consequences and acceptable behaviors
• Phishing 
• Physical security 
• Desktop Security 
• Password security 
• Malware 



Backup and Recovery Controls

• RTO = Restoration Time Objective 
• RPO = Restoration Point Objective  
• Factors impacting backup strategy 

– Backup window 
– Data set size 
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Backup and Recovery Controls

• Backup schemes: 
• Full backup allows full restoration of data, all data is backed up. Backup duration can 

be very lengthy. Generally done over a weekend. 
• Incremental backup  contains only those files that have been altered since the last 

full backup. For full recovery you will need both full and each of the incremental 
backups  to recover. Generally shorter in backup time duration but longer time to 
recover.

• Differential Backup – grabs all files that have been changed  since the last full back 
up, so backup duration time is longer, but recovery time is quicker,  need only the last 
full backup and the last differential backup. 

• Replication - creates a complete copy of the data real time, it can be instantaneous 
in duration.  If RPO or RTO is very low such as zero, replication is the best strategy. 
Generally is the most expensive of the recovery schemes. 

• Offsite backups  - options include cloud storage or a secure distant facility
– Offsite backup encryption is a prudent security measure

• Immunize backups from Ransomware attacks 
• Restoration testing – critical to ensure recovery of data when needed 



Firewall  Protection 

• Firewalls are network devices that are used to control the 
passage of network traffic from one network to another network 

• Firewalls expire!  End of life monitoring should be in place
• Know who are  the administrators 
• Firewall password strength - extremely strong 
• Change default passwords for all systems
• Single point of failure controls 

– Deploy redundant firewalls with high availability



Demilitarized Zone (DMZ)

• External-facing services such as Web servers, FTP servers or 
Email servers should be isolated to a DMZ from the organization 
LAN



Complementary Layer Controls    

• An Intrusion Prevention System (IPS) is a network 
security/threat prevention technology that 
examines network traffic flows to detect and 
prevent vulnerability exploits. 

• Web Content Filtering – monitor network traffic 
flowing to and from users’ browsers and blocks 
traffic containing malicious content. 



Patch Management Controls

• Unpatched computer systems increases the risk of  
vulnerabilities that can be exploited by malicious 
users or hackers

• Microsoft updates occurs second and sometimes 4th 
Tuesday of each month

• Servers, depending on complexity or applications in 
use, should be tested by IT before updating



Malware Prevention Controls  

Anti-malware software is designed to detect the 
presence of malware and neutralize it before the 
damage is done. 
• Centralized versus decentralize management  -

Centralized is preferred

• Definition file updates (current is important to 
reduce window of vulnerability)

• Scanning (performance considerations may limit 
scanning) 



User Account management 

• Avoid the use of shared accounts to enforce 
accountability

• Central control management through Active 
Directory and System Policy enforcement

• Reduce the need of end-user local 
administrative rights to  reduce risk of policy 
override



Password Controls
• Minimum length  - >= 8 characters (=> 10 preferable)
• Complexity enforced  (number, upper and lowercase 

and special character) 
• Maximum password age – depends on risk - at least 

180 days  (best practice 60 days)
• Minimum password age - >=1 
• Password history: Last  passwords restricted (=>24)
• Don’t use common passwords (refer to a published list)
• Use of secure password managers 
• Limit password attempts and consider administrator  

intervention requirement. 



System Administrator  

• Refrain from using generic administrator accounts 
(if possible) 

• System administrator passwords should be very 
strong based on risk
– Minimum password length => 10, 15 better. 
– Require  complexity
– Passwords should be reset same as users 

• Monitor administrator activities 



Remote Connectivity Controls

• Virtual Private Network (VPN)
• VPNs must require an encrypted connection.  

– Encryption algorithms  should be current:  TLS 1.2 or 
higher versus SSL

• VPNs require user authentication
• Two-Factor authentication should be considered 

as it requires users to pass two layers of 
authentication before being granted access: 
– SMS (short message service) – mobile phone 

messaging or
– Email 



Data Protection Controls

• Storage encryption
– Data at rest (AES 256 

Standard)
– Hard drive storage

• Mobile Device  
– Should be encrypted and 

Password requirements 
enforces

– Mobile device management 
systems (MDM) 



Wireless Network Protection 

• Avoid Wired Equivalent Privacy (WEP) configurations 
– are highly vulnerable to eavesdropping and 

intrusions. 
• Wi-Fi Protected Access (WPA2 or WPA3 (2018))  

should be used.  
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Segregation of Duties (SOD)

• Financial Application 
– Logic access –

• Use role or security groups
• Roles or groups should be configured to reduce SOD conflicts

– Security Administration 
• should be separate from authorization
• preferable that it not be someone with accounting responsibilities  



On-Boarding Controls 

• New user 
– should read and acknowledge acceptable computer use policy
– Attend security awareness training 

• Responsibility 
– Authorization versus system setup should be separation roles

• Role assignment 
– Commensurate with job responsibilities 

• Access reviews 
– Avoid access creep 



Off-Boarding Controls 

• Timeliness is critical 
– Procedures perform based on risk

• Dependent on the type of termination
• Level of application access (System administrator higher risk) 

• Access Revocation  
– Hostile – Immediate 
– Friendly – Removal upon termination

• IT Environment Considerations
– Cloud – Users access through the Internet should be removed
– ERP versus  disparate systems where there may be multiple access removals

• Remove physical access, collect equipment and keys or access cards
• Periodic review of network and system accounts



Physical Controls 

• Server storage access controls 
– Server room should be locked at all times (also includes network closets)
– Access to the server room should be restricted to authorized personnel 
– Server room  should be secured by either key or keycard systems (or 

other acceptable access) 
– Video surveillance or the recording of the movement of persons in or near 

sensitive areas 
– logging of persons in and out of the server room should be in place
– Visitors should be accompanied by authorized personnel



Environmental Controls 
• Computer systems need a steady diet of clean electric power

– Uninterruptible Power Supply (UPS) – filters incoming power and supplies 
power for short periods

– Electric Generator – A system consisting of an internal combustion engine 
powered by gasoline, diesel fuel, or natural gas. 

• Temperature and Humidity Controls
– Heat is an issue for computer rooms 
– Room temperatures  - 68 to 75 degrees F
– Humidity should range from 40 to 55 percent. 
– HVAC systems should have redundancy 



Environmental Controls 

• Fire Protection, detection and suppression controls 
– Sensitive smoke and heat detection systems 
– Fire alarms 
– Fire suppression 

• Wet pipe (risk to equipment if pipes leak) 
• Dry Pipe (less risk from leakage) 
• FM-200 inert gas systems (risk of damage is reduced) 



Testing 

• Vulnerability Scanning – inspection of the network
– Internal Scanning  (from within the network) 
– External Scanning  (from outside the network) 
– Frequency – depends on risk 

• Penetration testing (third party testing)
– Cyberattack simulation
– Discover points of exploitation 



Third-Party Vendors/Cloud

• Operations can be outsourced but not accountability 
• Treat contractors same as employees
• Use of third party service organizations should be monitored 

by obtaining and review third party assessment: 
– SOC 1 Type 2 
– SOC 2  Type 2



Questions?
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