
Cyber Security 



Do Your Part.
#BECYBERSMART.



Cybersecurity starts with US and is everyone’s 
responsibility.

Being safe online isn’t that much different 
from being safe in the physical world.

4.66 billion people active internet users in 2021.

Approximately  59.5% of the world’s total population.

At 7.3 percent, the growth in active internet users 

worldwide is more than seven times faster than the total 

population growth, which stands at one percent.

https://www.oberlo.com/blog/internet-
statistics



If You Connect It, Protect It.

41 Billion 75% 5 Minutes
24 Hours

75% of infected devices in IoT 
attacks are routers (1)

There will be an estimated 41 
billion IoT devices by 2027, up 
from about 8 billion in 2019 (3)

Once plugged into the Internet, 
connected devices are attacked 
within 5 minutes and targeted 
by specific exploits in 24 hours 
(2)

1 Symantec: https://symantec-enterprise-blogs.security.com/blogs/expert-perspectives/istr-2019-internet-things-cyber-attacks-grow-more-diverse
2 NETSCOUT Threat Intelligence Report: https://www.netscout.com/sites/default/files/2019-02/SECR_001_EN-1901%20-%20NETSCOUT%20Threat%20Intelligence%20Report%202H%202018.pdf
3 Business Insider Intelligence: https://www.businessinsider.com/internet-of-things-report?IR=T
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Question 1. 
How many minutes does it a take 
for a connected device to be 
attacked?

a.10 minutes
b. 5 minutes
c. 60 minutes
d. 30 minutes



Consider security options vs price. 

Put IoT devices on their own separate network.

Change the default password , enable security 
settings.

Turn off the “always listening” setting when 
you are discussing sensitive info or working 
from home.  

Keep your devices up-to-date. Smart devices 
receive important security patches through 
software updates. 

Like a web browser, smart devices keep track 
of your activity history. Review this history 
periodically to check for any unusual activity. 
Recommend clearing your history on a regular 
basis.

Tips for Smart Devices



https://www.cloudflare.com/learning/ddos/glossary/mirai-
botnet/

In the case of Mirai, the user doesn’t need to do 
much beyond leaving the default username and 
password on a newly installed device unchanged.

Infected systems may be cleaned out with a reboot, 
but since scanning for potential bots happens at a 
constant rate, it’s possible for them to be reinfected 
within minutes of the reboot.

This means users have to change the default 
password immediately after reboot.

There is also no way to decommission devices once 
the updates are no longer maintained, making them 
indefinitely unsecure.



DDOS: distributed denial of service attack. 

Take a system offline
without installing anything on the 
victim.

Ready-to-go botnet kits obviate the 
need for tech savvy. For $14.99-
$19.99, a botnet may be leased for 
an entire month.



Cyber Security 

.



Single breach can infect 1000’s of victims

Compromised tools

https://techmonitor.ai/technology/cybersecurity/supply-
chain-attacks-open-source-software-grew-650-percent-2021



Cloud Security

Managing access

Standards for provisioning of resources

What data is stored there



Ransomware/Data 
Exfiltration

Average ransomware remediation is 
$1.8 million

Data exfiltration is now part of the 
attack to motivate payment of the 
ransom.

https://www.securityinfowatch.com/cybersecurity/article/21247898/as-ransomware-costs-balloon-its-last-call-
for-legacy-security



Question 2:
How much is the average ransomware 
remediation cost?

a. $2.0 million
b. $600 thousand
c. $1.8 million
d. $4.0 million









https://www.varonis.com/blog/cybersecurity-statistics
https://arcticwolf.com/resources/blog/calculating-roi-
for-security-awareness-training

Average cost of a data 
breach: $4.24 million

https://www.varonis.com/blog/cybersecurity-statistics
https://arcticwolf.com/resources/blog/calculating-roi-for-security-awareness-training


To determine your ROI, you can measure the cost of implementing a 
security awareness program and compare it to the cost of doing 
nothing.

Hours required to disinfect workstations and networks
Hours required to remediate cyberattacks: It takes an average of 73 
days to contain a data breach.
Lost employee productivity due to cyberattacks
Legal and Brand risk: fines, lawsuits, lost revenue

Small and mid-sized businesses (SMBs) get an ROI of 69 percent.

Larger organizations see an ROI of 562 percent.

Security Awareness Training. Is it 
worth it?

https://arcticwolf.com/resources/blog/calculating-roi-for-security-
awareness-training

https://arcticwolf.com/resources/blog/calculating-roi-for-security-awareness-training




Remote workforce

Corporate data is everywhere.

Phishing/Vishing attacks are more 
effective and prevalent. 
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Research is performed
on a personal level
from the Internet
and social media

Attempt to gain 
access to user

names, 
passwords, 

and/or install 
malware

Phishing

Email Attacks

Spear Phishing

48% of malicious email attachments 
are office files. 

Phishing attacks account for more 
than 80% of reported security 
incidents. 

$17,700 is lost every minute due to 
a phishing attack. 

https://www.varonis.com/blog/cybersecurity-
statistics



Business Email Compromise (BEC)
Business Email Compromise (BEC) is a type of scam targeting companies who conduct wire transfers and 
have suppliers abroad.

BEC attackers rely heavily on social engineering tactics to trick unsuspecting employees and 
executives. Often, they impersonate CEO or any executive authorized to do wire transfers.

Because these scams do not have any malicious links or attachments, they can evade traditional 
solutions. Employee training and awareness can help enterprises spot this type of scam.

Cost $1.8 billion (B) worth of losses to businesses. 

BEC attacks account for losses that are 64 times worse than ransomware

https://www.tripwire.com/state-of-security/featured/fbi-statistics-underline-orrific-cost-of-business-email-
compromise/

https://www.trendmicro.com/vinfo/us/security/definition/business-email-compromise-(bec)...

https://www.tripwire.com/state-of-security/featured/fbi-statistics-underline-orrific-cost-of-business-email-compromise/
https://www.trendmicro.com/vinfo/us/security/definition/business-email-compromise-(bec)


Question 3:
What is the dollar amount of Business Email 
Compromise losses?

a. $1.8 billion
b. $4.5 million
c. $1.8 million
d. $10 million



Be on alert of emails that request for personal 
information to be verified or updated.

Avoid clicking on links, opening attachments, or 
responding to unexpected emails.

If an unexpected email comes from a trusted source, call 
the person before accessing any links or attachments.

Do not use a public computer to access personal 
accounts.

Turn on multi-factor authentication (MFA) if available for 
online accounts and email.

Phishing Tips



Tech support phishing emails are particularly effective for 
remote workers

Business accounts don’t expire, need you to update them, etc.

Look for the alerts that this email arrived from an external 
source.



Look for a sense of urgency or loss





Social Media Best Practices

Be on alert for people pretending to be 
recruiters or other individuals asking for 
personal information

Don’t share anything online that you 
wouldn’t want to be made public

No matter how cautious you are, any
information posted on social media can 
still fall into the wrong hands

Watch out for posts that try to trick you 
into oversharing.

Make your answers more 
difficult to guess by adding a 
unique word. 

Birthplace:  Miami to Miami-
sky
Favorite food: Pizza to Pizza-
sky

Remember what word you 
use!



More than 95,000 people reported about $770 million in losses 
to fraud initiated on social media platforms in 2021.

Those losses account for about 25% of all reported losses to 
fraud in 2021 and represent a stunning eighteen fold increase 
over 2017 reported losses.

https://www.ftc.gov/news-events/blogs/data-spotlight/2022/01/social-
media-gold-mine-scammers-2021



Deepfakes 



https://www.amperesec.com/news/can-you-spot-the-
fake



https://www.amperesec.com/news/deepfakes-in-your-
linkedin



https://www.amperesec.com/news/deepfakes-in-your-linkedin



https://www.ic3.gov/Media/News/2021/210310-2.pdf





CEO of an unnamed UK-based energy firm believed he was on the 
phone with his boss, the chief executive of firm’s the German parent 
company, when he followed the orders to immediately transfer 
€220,000 (approx. $243,000) to the bank account of a Hungarian 
supplier.

He explained that the CEO recognized the subtle German accent in his 
boss’s voice—and moreover that it carried the man’s “melody.”

https://www.forbes.com/sites/jessedamiani/2019/09/03/a-voice-
deepfake-was-used-to-scam-a-ceo-out-of-243000/?sh=6d6a9f9f2241



Social Engineering Tips
Using the same password for all of your online accounts
is like giving everyone a key to your house.

Passphrases should be used instead of passwords 
Example: RedRhinoGoestobeachonMonday5

Use a reputable password manager

Watch out for sensitive information requests, never click on
suspicious looking links or open suspicious attachments, 
and be wary of contextually relevant emails.

Update your operating system, security software, applications,
web browser and plug-ins. Enable automatic updates on all 
computers and devices.

Create an additional user account for browsing the internet vs installing 
applications.

Have a separate user name for social media accounts and banking websites. 

According to guidance offered by the National Institute 
of Standards and Technology (NIST), password length
is more important than password complexity. 
Longer passphrases take longer to crack, and they are 
easier to remember than a string of meaningless 
characters



Question #4
You should use the same password for your online 
accounts:

a. Only for work related cloud accounts
b. Only for social media accounts
c. Only for banking and shopping accounts
d. Never



Cyber Security Frameworks

.





https://attack.mitre.org/



National Institute of Standards 
and Technology (NIST) 
Security Framework

01

03

05

04

02
Respond
Ensure procedures in place to quickly isolate 
and mitigate anomalous activities

Detect
Implement monitoring processes to alert staff of 
anomalous activities 

Protect
Ensure protection procedures are in place for all assets and 
processes 

Identify
Maintain an inventory of assets and processes that may be vulnerable 
to cyber attack

Recover
Be prepared to restore services and 
improve protections against source of 
anomalous activity



I D E N T I F Y

Continuous Vulnerability Scanning

Data Classification

IT Governance



P R O T E C T

Security Awareness Training

Endpoint Protection

Patch Management

Virtual Patching



D E T E C T

Next Generation Firewalls

User Behavior Analytics

Continuously Scanning



R E S P O N D

R E C O V E R

Incident Response 

Planning

Daily Data Backups

Computer and Network 

Forensics



Question #5:
Security Awareness Training, Endpoint 
Protection, Patch Management, and 
Virtual patching are all part of which 
NIST area?

a. Identify
b. Protect
c. Detect
d. Respond
e. Recover



Data privacy defines authorization protocols
On who and what can access the data.

Data protection defines technical controls to
Ensure the data is only accessed by authorized 
Parties and is safeguarded from
Unauthorized usage.

Privacy is set by a set of regulations or polices.

Protection employs the use of 
Tools and procedures.

One common misconceptions is that enforcing
One area ensures the other.

Data Privacy vs Data Protection



Data Privacy vs Data Protection

Data owners are responsible for setting the 
Access controls to ensure data privacy.

Data Custodians are responsible for the data
Protection including transport and storage

To ensure the data management process, 
Data privacy questions must answered first
In order to properly protect the data
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Data Classification

Public

Sensitive

Business Confidential



Risk Mitigation
Limit access to personally identifiable information (PII)
Control location and access to intellectual property (IP)
Reduce attack surface area to sensitive data
Integrate classification into DLP and other policy-enforcing applications

Governance/Compliance
Identify data governed by GDPR, HIPAA, CCPA, PCI, SOX, and future 
regulations
Apply metadata tags to protected data to enable additional tracking 
and controls
Enable quarantining, legal hold, archiving and other regulation-
required actions
Facilitate “Right to be Forgotten” and Data Subject Access Requests 
(DSARs)



Question #6:
________  are responsible for the data 
protection including transport and 
storage

a. Data Custodians
b. IT Admins
c. Data Owners
d. CISO



Summary
We all can easily be cyber smart 

Security incidents typically begin very simply or as a result of a simple 
mistake. 

Security incidents are expensive monetarily and reputation wise. 

Risk mitigation is typically applicable across many areas.

Keep it simple and remember the basics: 



Thank



https://www.ftc.gov/news-events/blogs/data-spotlight/2022/01/social-media-gold-
mine-scammers-2021

https://www.fbi.gov/scams-and-safety/common-scams-and-crimes/business-
email-compromise

https://www.tripwire.com/state-of-security/featured/fbi-statistics-underline-
orrific-cost-of-business-email-compromise/

https://www.varonis.com/blog/cyber-kill-chain

https://attack.mitre.org/

https://www.amperesec.com/news/can-you-spot-the-fake

https://www.amperesec.com/news/deepfakes-in-your-linkedin

https://techmonitor.ai/technology/cybersecurity/supply-chain-attacks-open-
source-software-grew-650-percent-2021

https://www.varonis.com/blog/data-
classification#:~:text=Data%20classification%20is%20the%20process,and%20man
age%20data%20governance%20policies.

https://www.ftc.gov/news-events/blogs/data-spotlight/2022/01/social-media-gold-mine-scammers-2021
https://www.fbi.gov/scams-and-safety/common-scams-and-crimes/business-email-compromise
https://www.varonis.com/blog/cyber-kill-chain
https://www.amperesec.com/news/can-you-spot-the-fake
https://www.amperesec.com/news/deepfakes-in-your-linkedin
https://techmonitor.ai/technology/cybersecurity/supply-chain-attacks-open-source-software-grew-650-percent-2021


https://www.mimecast.com/globalassets/documents/whitepaper
s/osterman-the-roi-of-security-awareness-training.pdf

https://arcticwolf.com/resources/blog/calculating-roi-for-security-
awareness-training

https://www.sans.org/newsletters/ouch/

https://thedfirreport.com/2021/11/29/continuing-the-bazar-
ransomware-story/

https://www.mimecast.com/globalassets/documents/whitepapers/osterman-the-roi-of-security-awareness-training.pdf
https://arcticwolf.com/resources/blog/calculating-roi-for-security-awareness-training
https://www.sans.org/newsletters/ouch/
https://thedfirreport.com/2021/11/29/continuing-the-bazar-ransomware-story/

