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GENERAL FRAUD DISCUSSION
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Ethics Relationship to Fraud

Ethics Is a discipline dealing with what is good
and bad with moral duty and obligation.
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FRAUD TRIANGLE AND MORE
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Fraud Triangle...

The capability to
commit the fraud

Opportunity
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Fraud Motivation
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Presenter
Presentation Notes
Presented in "Forensic Accounting and Fraud Examination," by Mary-Jo Kranacher, Richard A. Riley Jr. and Joseph T. Wells, (Wiley, 2010) — Professor Jason Thomas suggests that the motivations of fraud perpetrators might be more appropriately expanded and identified with the acronym MICE:
Money, ideology, coercion and ego/entitlement.

Enron, WorldCom, Adelphia, Phar-Mor and ZZZZ Best provide good examples in which the convicted perpetrators appeared to be motivated by money, ego and entitlement. Less frequently, individuals might be unwillingly pulled into a fraud scheme (i.e., coercion). In the Walmart case, Patsy Stephens, a manager in the organization, sued Coughlin and claimed that she was coerced into submitting vouchers and laundering the money through her own bank account (Brian White, "Former Wal-Mart Manager Sues Tom Coughlin — for Her Own Misdeeds."). Low-level or unwilling individuals can become whistleblowers, and they often provide testimony against fraud ringleaders.

Ideology is most often associated with frauds like tax evasion and, more recently, terrorist financing. For example, a tax evader might believe the government is not entitled to his money, and terrorists might feel justified in committing fraud to finance their activities. Ideological motivators allow the end to justify the means; perpetrators steal money or participate in fraud acts or financial crimes to achieve some perceived greater good that is consistent with their beliefs.

While the MICE heuristic does not explain all fraudulent motivations, and some fit several categories, it is easily remembered. In addition, it provides professionals with a broader framework within which to consider the likelihood of fraud. 


The Fraud Diamond — Considers Two
Types of Fraudsters

FIGURE 5: A New Fraud Diomond Emerges With a Common Element
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Fraudsters — More Details

Accidental Fraudster Predator Fraudster

Focus of Fraud Triangle Deliberate, Arrogant

First-Time Offender Seeks Opportunities

Well-Educated, Male, Middle-

No Pressure or Rationalization
Class, Good Person

Pressure Occurs May Begin as Accidental

Rationalization Criminal Mindset

MOORE STEPHENS
LOVELACE cpAs & ADVISORS

. MSL




Fraud, Waste and Abuse

Fraud — an illegal act involving the obtaining of something of
value through willful misrepresentation. Fraud is a
determination to be made through the judicial process.

Waste — involves not receiving reasonable value for
money in connection with any government-funded activities.

Abuse — involves behavior that is deficient or improper
when compared with behavior that a prudent person
would consider reasonable and necessary business
practice given the facts and circumstances.
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Computer Fraud

Computer fraud - the act of using computers, the
Internet, Internet devices, and Internet services to
defraud

e Computer fraud can allow for more fraud to
occur In less time and with less effort

«  Computer fraud often leaves little or no
evidence making it more difficult to detect
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Computer Fraud con)

What is good about computers is also what makes
them more vulnerable

« Databases are large and access privileges can be
difficult to create and enforce, making theft, destruction
or altering of data easier and quicker

* The desire to allow employees, customers, and
vendors access to an organization’s system also
creates more exposure

* Once a system Is altered or accessed, it remains that
way until the system is no longer used or the breach is
discovered
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Computer Fraud con)

Classifications of Computer Fraud include:
* Input Fraud — alteration or falsifying of data input
* Processor Fraud — unauthorized system use

« Computer Instructions Fraud — modifying, illegal
copying, or misuse of software

- Data Fraud - illegal copying, using, browsing,
searching, or harming data

*  Output Fraud — stealing, copying, or misusing
computer printouts or displayed information
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DATA — FROM 2016 ACFE
REPORT TO THE NATIONS
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Victim Organizations - Government
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How Occupational Fraud is Committed

Duration of Fraud Based on Scheme Type

Payrcll

Check Tampering
Finandial Statement Frand
Expense Relmbursements
Eilling

Skimming
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Detection of Fraud Schemes

Initial Detection of Occupational Frauds
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*“Other” category was not included in the 2010 Report.



Perpetrators

MEDIAN LOES

Position of Perpetrator — Frequency and Median Loss
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Presentation Notes
*“Other” category was not included in the prior years’ Reports.



Perpetrators (cont)

Gender of Perpetrator — Frequency

2012 2014 2016
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Perpetrators (cont)

Age of Perpetrator — Frequency and Median Loss
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Perpetrators (cont)

Tenure of Perpetrator — Frequency and Median Loss
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Perpetrators (cont)

Behavioral Red Flags of Perpetrators
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ANATOMY OF AN INVESTMENT
FRAUD

MOORE STEPHENS

O O ...




Investment Fraud

» Discussion
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AUDITS IMPACTING INVESTMENTS
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Audits

Financial Statement Audits — Focuses on looking for misstate-
ments in the financial statements, does include a compliance
component.

Internal Audits — Generally focuses on operational activities of
an organization, but can involve both financial and forensic
aspects

Forensic (Fraud) Audits — Focuses on identification of fraud.

Usually, narrowly focuses on specific allegation or suspected
fraudulent activity
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CONTROLS ARE THE KEY
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Types of Controls

Preventive
Detective

Corrective

Manual and Automated
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Types of Controls - Preventive

Preventive controls prevent

problems before they arise An ounce of

Examples: PREVENTION

v Approval, authorization, s worth a pound of
and verification of CURE

transactions

Benjamin Franklin

v Segregation of duties

v Securing assets
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Types of Controls - Detective

Detective controls detect
problems that have
occurrec

Examples:
v" Performance reviews

v Reconciliations

v" Internal audits

. MSL
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Types of Controls - Corrective

Corrective controls correct -
problems that have been |
detected

Examples:
v Policies and procedures
v Training programs

v Reconstruction of data

v" Disciplinary action

. MSL
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IT CONTROLS
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IT Preventive Technical Controls

Preventive technical controls are used to prevent
unauthorized personnel or programs from gaining
remote access to computing resources. Examples include:

« Access control software

« Antivirus software

 Library control systems

e Passwords

e Smart cards

* Encryption

 Dial-up access control and callback systems
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Presentation Notes
The five standards of internal control are described in Standards for Internal Control for the Federal Government, GAO/AIMD-00-21.3.1, Nov. 1999.

These are based on COSO.

OMB A-123 now uses these elements.

INTOSAI uses these elements.

Corporations and governments around the world refer to these components.


IT Preventive Administrative Controls

Preventive administrative controls are personnel-oriented
technigues for controlling behavior, to ensure confidentiality,
integrity, and availability of computing data. Examples
iInclude:

« Security awareness and technical training

e Separation of duties

e Procedures for recruiting and terminating employees
« Security policies and procedures

e Supervision

* Disaster recovery, contingency, and emergency plans
« User registration for computer access
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Presentation Notes
The five standards of internal control are described in Standards for Internal Control for the Federal Government, GAO/AIMD-00-21.3.1, Nov. 1999.

These are based on COSO.

OMB A-123 now uses these elements.

INTOSAI uses these elements.

Corporations and governments around the world refer to these components.


IT Detective Technical Controls

Preventive technical controls warn personnel of
violations or attempted violations of preventive technical

controls. Examples include:

e Audit trails
e |Intrusion detection
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Presentation Notes
The five standards of internal control are described in Standards for Internal Control for the Federal Government, GAO/AIMD-00-21.3.1, Nov. 1999.

These are based on COSO.

OMB A-123 now uses these elements.

INTOSAI uses these elements.

Corporations and governments around the world refer to these components.


IT Detective Administrative Controls

Detective administrative controls are used to determine
how well security policies and procedures are complied
with, to detect fraud, and to avoid employing personnel who
represent an unacceptable security risk. Examples include:

e Security reviews and audits
Performance evaluations
Required vacations
Background investigations
Rotation of duties

M SL MOORE STEPHENS
LOVELACE CPAs & ADVISORS 36



Presenter
Presentation Notes
The five standards of internal control are described in Standards for Internal Control for the Federal Government, GAO/AIMD-00-21.3.1, Nov. 1999.

These are based on COSO.

OMB A-123 now uses these elements.

INTOSAI uses these elements.

Corporations and governments around the world refer to these components.


IT Controls — ACH and Wire Transfers

Best practices for using ACH and Wire Transfers:
« Written policies and procedures

* Debit Blocks — electronic debits are rejected before
posting to your account

« Transaction Verification — files held in suspension until
an authorized individual is able to validate item counts
and amounts

« Regular reconciliation of transaction activity — this
should be done at least monthly but with electronic
banking can be done more frequently

e Check with your banking entity
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Presentation Notes
The five standards of internal control are described in Standards for Internal Control for the Federal Government, GAO/AIMD-00-21.3.1, Nov. 1999.

These are based on COSO.

OMB A-123 now uses these elements.

INTOSAI uses these elements.

Corporations and governments around the world refer to these components.


IT Controls — Internet Transactions

Best practices for Internet transactions:
« Segregate responsibilities for entries and approvals

» Use dual controls (two people involved in each
transaction; initiator and approver)

« Use multi-factor authentication tools (secure ID token,
digital certificates, smart cards)

* Delete exiting employees’ user and IDs and authorities

* Require password changes to be done periodically and
have strong password requirements

* Always signoff your computer when leaving station
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The five standards of internal control are described in Standards for Internal Control for the Federal Government, GAO/AIMD-00-21.3.1, Nov. 1999.

These are based on COSO.

OMB A-123 now uses these elements.

INTOSAI uses these elements.

Corporations and governments around the world refer to these components.


INVESTMENT INTERNAL
CONTROLS
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The COSO Framework

* Relationship of Objectives and Components

= Direct relationship between objectives (which are what an entity

strives to achieve) and the components (which represent what is
needed to achieve the objectives)

* COSO depicts the relationship
In the form of a cube:

= The three objectives are represented
by the columns

= The five components are represented
by the rows unﬁ:'a-n'm

= The entity’s organizational structure is
represented by the third dimension

. MSL

Monftering Activities

Source: COSO
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Five Components of COSO IC Model

1. Control Environment - sets the tone influencing awareness of good
controls, procedures, accountability, and program management. It is
the foundation for all other IC components.

2. Risk Assessment - identification and analysis of relevant risks
associated with achieving objectives, such as risk and performance
goals. Forms the basis for determining how risks should be managed.

3. Information and Communication - is needed by management and
employees to monitor progress in meeting the organization’s
mission and objectives while maintaining proper accountability and
internal control.
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Presentation Notes
Elements of the Control environment are:
Personal and professional integrity and ethical values of management and staff, including a supportive attitude toward doing things right
Commitment to competence
Tone at the top
Organizational structure
Human resources policies and practices



Five Components of COSO IC Model

(Cont.)

4. Control Activities - are the policies and procedures established to
achieve set objectives. They help ensure that management’s
directives are carried out in daily program operations.

5. Monitoring - accomplished through routine, ongoing activities,
separate evaluations, or both. Internal control systems should be
monitored to assess their effectiveness and to modify procedures, as
appropriate, based on results of the monitoring activities (feedback).

MOORE STEPHENS
LOVELACE cPAs & ADVISORS 42

. MSL



Presenter
Presentation Notes
Elements of the Control environment are:
Personal and professional integrity and ethical values of management and staff, including a supportive attitude toward doing things right
Commitment to competence
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Human resources policies and practices



Investment Internal Controls

General Controls

« Government should have a written investment policy that has
been approved by the governing body.

 Policies should be reviewed and revised periodically. All
changes should be approved by the governing body.

* Process of initiating, reviewing, and approving investment

purchases and sales should be recorded and retained for audit
purposes.

. MSL

MOORE STEPHENS
LOVELACE cPAs & ADVISORS 43



Presenter
Presentation Notes
The five standards of internal control are described in Standards for Internal Control for the Federal Government, GAO/AIMD-00-21.3.1, Nov. 1999.

These are based on COSO.

OMB A-123 now uses these elements.

INTOSAI uses these elements.

Corporations and governments around the world refer to these components.


Investment Internal Controls (cont)

General Controls (Cont.)

« Written wire transfer agreement should outline controls and
security provisions for making and receiving wire transfers.

« Written or electronic confirmations of telephone transactions
for investments and wire transfers should be required.

« Segregation of duties, no one person should have

responsibility for investment transactions from beginning to
end.
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The five standards of internal control are described in Standards for Internal Control for the Federal Government, GAO/AIMD-00-21.3.1, Nov. 1999.
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Investment Internal Controls (coat)

General Controls (Cont.)

* Investment procedures should be fully documented, should
Include descriptions of employee responsibilities, the process
for conducting and recording transactions, and outline the
authority to approve the transactions.

« A formal training plan should be part of the investment policy. It
should ensure that responsible parties obtain training to
understand investment holdings.

* Monthly verification of both principal and market values of all
Investments and collateral should be obtained.
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The five standards of internal control are described in Standards for Internal Control for the Federal Government, GAO/AIMD-00-21.3.1, Nov. 1999.
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INTOSAI uses these elements.
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Investment Internal Controls (coat)

General Controls (Cont.)

* Investment reporting should be performed on a periodic basis
and presented to the governing body.

* Periodic internal control audits should be performed to verify
that controls are functioning properly, are in compliance with
Investment policy and are updated for current operational
structure.

« Consideration should be given to implementation of an
investment committee and/or third-party financial advisor
separate from broker/advisor. Function should include
evaluation of fees, portfolio earnings and risk.
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INVESTMENT RED FLAGS
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Investment Red Flags

Promises of High Returns with Little or No Risk:

* Promise of a high rate of return, with little or no risk, is a classic
warning sign of investment fraud.

* Every investment carries some degree of risk, and the potential for
greater returns generally comes with greater risk.

* Avoid “can’t miss” investment opportunities or those promising
“guaranteed returns.” Remember — if it sounds too good to be true, it

prObany IS. Farcee oF MNatuee

"GEEZ I DUNNO, NORM, IT SEEMS TOO GOOD TCQ BE TRUE."
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Investment Red Flags (cont)

Unregistered Persons:

« Always ensure that investment advisors, brokers, etc., are
registered, licensed, and insured. No licensed and registered
persons often are involved with securities fraud.

« Search SEC’s online database Investment Adviser Public
Disclosure (IAPD)

« Search Financial Industry Regulatory Authority (FINRA)

« Contact state securities regulator

. MSL

MOORE STEPHENS
LOVELACE cPAs & ADVISORS 49




Investment Red Flags (cont)

Financial Professional Background:

« Employed at firms expelled from securities industry

Personal bankruptcy

« Termination from previous employer(s)

* Subject to internal review at employer

* High number of customer complaints

» Falled industry gualification examinations
* Federal tax liens

* Repeatedly moving firms
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Investment Red Flags (cont)

Portfolio/Account Activity:

« EXcessive trading, if pervasive, may be a strong indicator of
churning

« Over-concentration of allowable investment types
* Over/under performance
« Overly consistent performance

« Account discrepancies — unauthorized trades, missing funds,
statement errors

* Resistance to third-party oversight of performance
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Questions or Comments
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